
APPENDIX E-2

Intelligence-Oriented List of Useful Internet Sites

From the Staff of OSS, Inc. <oss@oss.net>

NOTE: The material which follows focuses primarily on World-Wide Web (www)
sites because that is the overwhelmingly most productive environment. Gopher sites (menus
providing access to text) and File Transfer Protocol (FTP) sites are still available but
declining so quickly as to hardly be worth citing. Also, it is important to do your own
searches for sites and to regularly update your lists. The Net is growing geometrically, and
sites emerge (or die) every day. The sites listed below are simply illustrative, and by no
means comprehensive. Besides regular searches of the www, analysts should subscribe to
ListServs in their areas of interest--these deliver documents directly to an email address, and
also allow for analysts to contribute commentary to the list for rebroadcast to others.

Top Guns

http://www. oss.net/oss/

The home page of OPEN SOURCE SOLUTIONS, Inc., a non-profit educational
corporation that serves as an international clearinghouse for information about open sources,
systems, and services, this site provides past issues of OSS NOTICES for free, and is soon to
offer, also for free, digital copies of the two volume Proceedings from each of the annual
conferences on open sources which have taken place since 1992. This site offers direct links
to a number of other open source vendors and pertinent sites for open source intelligence.

http: //www. tiac. net/users/jardines/434mid. html

These heavy-duty reservists, the 434th Military Intelligence Detachment (Strategic),
created the first-ever Open Source Intelligence Resourcesfor the Military Intelligence Officer,
and kicked off an Army-wide effort that is now leading joint concepts and doctrine on the
integration of open source intelligence into the all-source collection and production process.

http://www.awpi.com: 80/IntelWeb/

The home page of Intelligence Watch Report, a daily electronic clipping service for
intelligence-related news, and the only service of its kind focused strictly on national
intelligence. Benefits from correspondents in Europe, Russia, and Asia.

http://www.fedworld.gov/

FedWorld, the central point of access to the entire U.S. government, very ably
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developed and maintained by the National Technical Information Service, a self-sustaining
activity of the Department of Commerce.

United States Government

http://www.whitehouse.gov/
http://www.loc.gov/
http://thomas.loc.gov/

The White House
The Library of Congress
U.S. Legislation OnLine.

United States Intelligence

http://www.odci.gov
http://www. nsa. gov: 8080/
http://www.fbi.gov/
http://www.ustreas.gov/treasury/bureaus/usss/usss.html
http://www.fas.org/pub/gen/fas/irp/nro/index.html
http://www.awpi.com/IntelWeb/US/NCC/index.html

Central Intelligence Agency
National Security Agency
Federal Bureau of Investigation
U.S. Secret Service
National Reconnaissance Office
National Counterintelligence Center

United States Military

http://www. dtic. mil/defenselink/osd/index. html
http://www.dtic.mil/defenselink/osd/index.html
http://www.army.mil/
http://www.dot.gov/dotinfo/uscg/
http://www.dtic.mil/airforcelink/
http://www.dtic.mil/airforcelink/
http://www. navy. mil/navresfor/
http://www.hqmc.usmc.mil/
http://www. dot.gov/dotinfo/uscg/
http://www.dtic.dla.mil/c3i/
http://www.dtic. dla. mil/dtiw/

OSD
Joint Chiefs of Staff
U.S. Army
U.S. Army Reserve
U.S. Air Force
U.S. Navy
U.S. Naval Reserve
U..S. Marine Corps
U.S. Coast Guard
OSD C31
Defense Technical
Information Center

http://www.onestep.com:80/milnet/
MILNET: Open Source Military Information Database

http://www.dtic.dla.mil/defenselink/pubs/pentagon/index.html
The Pentagon
gopher://marvel.loc.gov: 70/11 /federallfedinfo/byagency/military/
US DOD Gopher.Sites

http://www. dtic. mil/airforcelink/pa/factsheets/Air_Force_Reserve.html
USAF Reserve
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http://pages.prodigy.com/AL/20sfga/mid20sfga. html
Military Intelligence: 20th Special Forces Group

United States Unified Commands

http: //www. dtic. mil/defenselink/factfile/chapter 1/eucom. html
http://www. dtic. mil/defenselink/factfile/chapter /pacom. html
http: //www. dtic. mil/defenselink/factfile/chapter 1/pacom. html
http: //www. dtic. mil/defenselink/factfile/chapter 1 /southcom. html
http: //www. dtic. mil/defenselink/factfile/chapter 1 /centcom. html
http://www. dtic. mil/defenselink/factfile/chapter 1/spacecom. html
http://www. dtic. mil/defenselink/factfile/chapter 1 /socom. html
http://infosphere.safb.af. mil/TRANSCOM/
http://www.dtic.mil/defenselink/factfile/chapterl/stratcom. html

U.S.
U.S.
U.S.
U.S.
U.S.
U.S.
U.S.
U.S.
U.S.

European Command
Pacific Command
Atlantic Command
Southern Command
Central Command
Space Command
SpecOps Command
TransCom
StratCom

Related U.S. Sites

http: //huachuca-usaic. army. mil/
http://www.dtic.dla.mil/dtiw/

USAIC/Schoolhouse
Defense Technical
Information Web

gopher://UMSLVMA.UMSL.EDU :70/1 1/LIBRARY/GOVDOCS//BNOTES
U.S. State Department Country Reports

http://www.esd.ornl. gov/doe-labs/doe-labs.html
(U.S. Department of Energy National Laboratories & Programs)

http://dosfan. lib.uic.edu/
(Department of State Foreign Affairs Network)

Associations & Organizations

http://www.cais.com/NMIA/HomePage.html"
http://www.cais.com/zhi/OPSHomePage.html
http://www. loyola.edu/politics/intel. html
http://www.acsp.uic.edu/oicj/pubs/
http://www.cdi.org/
http://nsi.org/
http://www.eff.org/govt.html

National Military Intelligence Association
Operations Security Professionals Society
Loyola Page on Strategic Intelligence
Office of International Criminal Justice
Center for Defense Information
National Security Institute
Electronic Frontier Foundation

More Related Publications

http://www .jedefense. com/jed. html Journal of Electronic Defense

183



http://ursula. blythe. org/NameBase NameBase News
http://www.worldmedia.com/caq/ Covert Action - Home Page
http://www.awpi. com/IntelWeb/US/S-GB/index.html
Secrecy & Government Bulletin

Cyber War

/www.tcst.com/-tighe/
/www.psycom.net/iwar. 1.html
/www.disa. mil/ciss/itso. html
/all.net/
/freeside.com/phrack.html
/www.gocsi.com/
/dubhe.cc.nps.navy.mil/-budden/
/www.cse.dnd.ca/~formis/

Mike Tighe's Cryptology Home Page
Information Warfare, I-War, Cyberwar
DISA - Information Security
InfoSec
Phrack - underground hacker magazine
Computer Security Institute
IW- US Navy
IW - Resources

http://www. csto. arpa. mil/ResearchAreas/Defensive_Information_Warfare.html
IW database

http: //carmen. artsci. washington. edu/propaganda/contents. htm
Propaganda - Disinformation Warfare

http://www. monmouth. army. mil/peoiew/peoiew.html
Intelligence and Electronic Warfare

Foreign Countries - US Sources

gopher://UMSLVMA. UMSL.EDU/ 11 /LIBRARY/GOVDOCS/ARMYAHBS
US Army - Foreign Intelligence Agencies

gopher://UMSLVMA.UMSL.EDU:70/ 1 /LIBRARY/GOVDOCS//BNOTES
US State Dept.: Report by Country

gopher://UMSLVMA.UMSL.EDU:70/1 l/LIBRARY/GOVDOCS//WF93/WFLATEST
US CIA: Report by Country

http ://www.ncsa.uiuc. edu/SDG/Experimental/soviet.exhibit/soviet archive.html
Library of Congress Soviet Archives Exhibit

Foreign Countries

http://watservl.uwaterloo.ca/ brobinso/cse.html
The Unofficial Communications Security Establishment Webpage
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http://www.reading.ac. uk: 80/Seclnt/
Great Britain - SECURITY AND INTELLIGENCE

http://www. awpi. com/lntelWeb/Palestine/index. html
Palestinian Intelligence Community

http://www. primenet.com/- lion/j. html#issue
USSR - The Third World Countries & US

gopher://infx. infor. com:4600/11 .browse/ESPIONAGE
ESPIONAGE - publications

http://www.odci.gov/mapspub/index.html
CIA Maps & Publications

On-line Search

http://webcom. com/ % 7Epinknoiz/covertlciabasesearch. html
http://www. btg. com/janes/
http://www.janes.com/janes. html
http://www. mayhem.net/Crime/
ftp://wiretap. spies. com/
ftp://ftp. Iglobal. com/pub/foreignc/

CIABASE On-line
BTG Jane's EIS - on-line
Jane's Information
Crime Archives
Directory of Wiretaps
The Foreign Correspondent:

http://world. std. com/ mmoore
INVESTIGATIVE DATABASE: Boston, MA

http: //www. delve. com/consort. html
The Consortium - Investigative Reports

telnet: //ursula. blythe. org
NAMEBASE telnet version - telnet gateway required. Log in as "namebase"

http: //ursula. blythe. org/N ameBase/bookindx. html
NAMEBASE - Web version

Military Intelligence - Non-Governmental Resources

http://www.infomanage. com/international/intelligence/default.html
Intelligence Resources

http://www.cdi.org/
Center for Defense Information
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http://www.tscm.com/
TSCM.COM Counterintelligence Home Page

http://www. interlog. com/ 'vabiro/
Counter-Terrorism

http://www.interport.net/ sagal/ajax. html
AJAX MILITARY, INTELLIGENCE & LAW ENFORCEMENT AGENCY ACCESS

http://www.acsp.uic.edu/oicj/pubs/
Office of The International Criminal Justice

http://www.essential.org/nautilus/
Nautilus Institute for Security and Sustainable Development

http: //www. fas.org/pub/gen/fas/
Federation of American Scientists Home Page < /A > < br >

http://www. usdoj. gov/ojp/rol/docs/home. html
Rule of Law Online

http ://www. webcom. com/ % 7epinknoiz/politics .html
Political Investigations

http: //www. interaccess. com/trc/tsa. html
Technical Services Agency

http://www.rssi.ru/
Russian Space Science

http://www.peak.org/ danneng/decision/int-law.html
War Crime Laws

United States Military & Defense Laboratory Servers

http://www.arc.umn.edu/html/ahpcrc.htm
Army High Performance Computing Research Center

http://www.arpa.mil/
Advanced Research Projects Agency

http://bradbury.nrl. navy.mil/general/bmdo.html
Ballistic Missile Defense Organization Test Data Centers
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http: //www. dtic. dla. mil: 80/lablink/
(U.S. Department of Defense Laboratory System

http://www.nrl.navy. mil/
The Naval Research Laboratory

http://www.rl. af. mil: 8001 /
(USAF Rome Laboratory for C41 Technology

Weapons and Their Transfers

Gopher://csf. colorado. edu:70/11 /peace/pubs
General information

http://www. atcon. com/stores/armament/index. htm
Armament Technology

http://www.pal.xgw.fi/hew/
The High Energy Weapons Archive

http://nuke.handheld.com/
Nuke Home Page

http://neutrino.nuc.berkeley.edu/neutronics/todd. html
Todd's Atomic Homepage

http://www.earthlink. net/ bkonop/Germlncidents2 .html
GERM WARFARE

http://www.opcw.nl/guide.htm
The Chemical Weapons Convention

http://www.aber.ac.uk/-ctj94/
Bombs 'n' Bullets

http://www.umcc.umich.edu/ schnars/texte/fore-cod.htm
Code Names and Numbers for Weapons

Law Enforcement

http://www.ustreas.gov/treasury/bureaus/atf/atf.html
Bureau of Alcohol, Tobacco and Firearms

http://gopher.usdoj.gov/bureaus/bop. html
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Federal Bureau of Prisons

http: //www. ustreas. gov/treasury/bureaus/fincen/ficen. html
Financial Crimes Enforcement Network

http: //www. ustreas. gov/treasury/bureaus/fletc/fletc. html
Federal Law Enforcement Training Center

http://gopher.usdoj.gov/bureaus/usm.html
U.S. Marshals Service

http://nletc.aspensys.com:83/nletchome.html
National Law Enforcement Technology Center

http://www. ustreas. gov/treasury/bureaus/usss/usss. html
Secret Service

http://www.gate.net/ customs/
U.S. Customs Service Office of Investigation

Commercial Intelligence & Industrial Espionage

http: //w3. lanter. net/NEWR/
http://infomanage. com/icr
http://www.webcom.com/ thames/spy/
http://www.jax-inter.net/ispy/
http://www.ipn.net/

NEAL E. WILSON RESEARCH
Asia Business Intelligence
MIND YOUR OWN BUSINESS
Somers & Associates
Information Professionals Network

Security Resources & Services

http://nsi.org/
http://www.ozemail.com.au/~hotsec/index.html
http://www. fsk.ethz.ch/D-REOK/fsk/defs_intn. html
http://www.t8000.com/eci/brief. htm
http://chelsea. ios.com/ glenz/
http://www.canadamalls. com/provider/horvath.html
http://www.w2.com/docs2/z/spyshop.html
http://www. hometeam.com/apex. shtml
http://www.trcone.com/tsa.html
http://www.ozemail.com.au/~hotsec/hitec.htm
http://www.iapps.org/
http://www.best.com/ cntrspy/
http://www.shadow.net/~trinfo/
http://www.wta.com/giin/

Security Resource Net
HTSCORP Home Page
International Security Network
Cellular Surveillance Systems
Corporate Security - Sigma Group
The Spy Depot
THE SPY SHOP
Apex Home Page
The Codex Home Page
HI TECH Securities Services
Bodyguard Home Page
Bodyguard
TR Information Services
Global Investigations & Information
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http://www. tiac. net/users/cgb/din
http ://www .mja.net/pub/continen/
http://www.integctr.com/
http: //lainet3. lainet. com/factfind/
http://www.tecs.com/irrs

Detective Information Network
Continental Investigative Service
Integrity Center: Risk Management
Investigative Resources
Investigators Resource and Referral

http://www.yahoo.com/Business/Products_and_Services/Security/
Yahoo - Security </A > < br >

http://www.yahoo.com/Business/Corporations/InvestigativeServices/
Yahoo - Investigative Services

International

http://www.ifs.univie.ac.at/~pr2gql/uno
United Nations Crime Prevention & Criminal Justice

http://daedalus. dra. hmg. gb/
Defence Research Agency, United Kingdom

http://www. dreo. dnd. ca/
Defense Research Establishment, Ottawa, Canada

http://www.nato.int
North Atlantic Treaty Organization

Usenet Groups

news:alt.politics.org.cia
news:alt.politics.org.fbi
news:alt.politics.org.nsa
news:alt.conspiracy.amer51
news:sci.crypt"
news :talk. politics.crypto
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